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WWSU Procedures on Confidentiality and the  
Use of Email in the School Environment 

 
Email can be an efficient and reliable means for communication to/from a number of people at once.  The more 
confidential the subject matter, however, the more caution must be used in deciding to use email as the means of 
communicating and in dissemination of the email, in order to minimize/avoid inadvertent disclosure/redisclosure of the 
content. 

1. All electronic school business must be conducted using school email account. 
 

2. If the subject matter of an email is confidential, use a confidentiality warning in the subject line, such as: “THIS IS A 
CONFIDENTIAL EMAIL INTENDED SOLELY FOR THE NAMED ADDRESSEES.” 
 

3. Sending substantive information as an attachment to an email rather than in the body of the email can add 

another level of protection against inadvertent disclosure. 

 
4. Indicate that the subject matter of an email is confidential by including a confidentiality statement in the footer, 

such as: “THIS IS A CONFIDENTIAL EMAIL INTENDED SOLELY FOR THE NAMED ADDRESSEES.  DO NOT RE-DISCLOSE 
THIS EMAIL TO OTHERS, AND BE SURE TO HANDLE/DISPOSE OF IT SO AS TO PROTECT ITS CONFIDENTIAL 
CONTENT.” 
 

5. As a general rule, do not forward emails received on to others.   
 

6. Don’t put anything in writing that you don’t want forwarded to people other than the intended recipient.  
 

7. Never use any kind of personal identifiers, even initials, in the subject line of an email. 
 

8. Do not use names (first or last) of student/parents in the body of emails; use initials, if personal identifiers are 
necessary.  Initials are “personally identifiable information’, just like full names, under FERPA. 
 

9. In instances where you are conversing with parents over email, do not use names (first or last) in your responses.  
Pick up the phone at the point a more detailed conversation needs to occur. 
 

10. There are other security options that can be added, which require passwords for additional security.  Consult with 
your technology experts in your school. 
 

11. If a team for a student is going to use email communication of student documents (IEPs, EST plans, etc.), ask the 
parents for written permission to use email for this purpose.  This is not a recommended practice by WWSU. 
 

12. Emails are educational records if they refer or relate to particular student.  Emails sent and received regarding a 
student must be placed in the student’s file.  When a parent asks to see “all student records,” that includes all 
emails about the child, no matter where they are stored. 
 

13. Consider ways the email could be inadvertently accessed by someone else other than an intended addressee, and 
avoid them and take appropriate precautions. 
 

14. Assume that emails you compose could be inadvertently disclosed to the public.  Make sure the style and content 
are professional and appropriate.  Limit content to essential information.  Limit personal identifiers.  Compose the 
email as if it were a hard copy document. 
 

15. Email is not a telephone call.  It creates an easily reproduced document.  Do not “speak” casually in an email 
about a confidential subject.  Do not vent in emails.  Never communicate that which you may not want others to 
read. 
 

16. Do not use instant messaging or texting for messages with personally identifiable information about a student or 
parent, or other confidential content. 


